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Abstract: In recent years, several lossless data hiding techniques have been proposed for images. Lossless
data embedding can take place in the spatial domain or in the transform domain. They utilized characteristics
of the difference image or the transform coefficient histogram and modify these values slightly to embed the
data. However, after embedding message bits these steganography changed the nature of the difference
image histogram or the transform coefficient histogram gradually. In this paper, we introduce two new
steganalytic techniques based on the difference image histogram and the transform coefficient histogram.
The algorithm can not only detect existence of secret messages in images which are embedded by above
methods reliably, but also estimate the amount of hidden messages exactly. © 2009 Springer-Verlag Berlin
Heidelberg.

Author Keywords: Cover Image; Histogram Shifting; Integer Wavelets; Lossless Data Hiding; Steganalysis;
Steganography; Stego Image; The Difference Image

Index Keywords: Cover-image; Difference images; Histogram Shifting; Integer wavelet; Lossless data

hiding; Steganalysis; Stego image; Graphic methods; Image enhancement; Steganography; Metadata

Year: 2009

Source title: Communications in Computer and Information Science

Volume: 64

Page : 1-8

Link: Scorpus Link

Correspondence Address: Thom, H. T. H.; Faculty of Information Technology, Hai Phong Private
UniversityViet Nam; email: thomhth@hpu.edu.vn

Editors: Slezak DKim TZhang YMa JChung K

ISSN: 18650929

ISBN: 9.78E+12

DOI: 10.1007/978-3-642-10583-8 1

Language of Original Document: English

Abbreviated Source Title: Communications in Computer and Information Science
Document Type: Conference Paper

Source: Scopus

Authors with affiliations:

* Thom, H.T.H., Faculty of Information Technology, Hai Phong Private University, Viet Nam

* Van Canh, H., Dept. of Professional Technique, Ministry of Public Security, Viet Nam

* Tien, T.N., College of Technology, Vietnam National University, HaNoi, Viet Nam


http://www.scopus.com/inward/record.url?eid=2-s2.0-73349123142&partnerID=40&md5=4b485a9f9ccb58be41d9d25159411e68

References:

» Honsinger, C., Jone, P., Rabbani, M., Stoffel, J., (2001) Lossless Recovery of An Original Image Containing Embedded Data, ,
US Patent: 6,278,791 B1

* Ni, Z., Shi, Y., Ansari, N., Su, W., Reversible data hiding (2003) Proc. ISCAS, pp. 912-915

* Lee, S.-K., Suh, Y.-H., Ho, Y.-S., (2004) Lossless Data Hiding Based on Histogram Modification of Difference Images, 3333,
pp- 340-347. , Aizawa, K., Nakamura, Y., Satoh, S. (eds.) PCM 2004. LNCS Springer, Heidelberg

* Xuan, G., Zhu, J., Chen, J., Shi, Y., Ni, Z., Su, W., Distortionless data hiding based on integer wavelet transform (2002) IEEE
Electrionics Letters, pp. 1646-1648

* Xuan, G., Yao, Q., Yang, C., Gao, J., Chai, P., Shi, Y.Q., Ni, Z., (2006) Lossless Data Hidding Using Histogram Shifting
Method Based on Integer Wavelets, 4283, pp. 323-332. , Shi, Y.Q., Jeon, B. (eds.) IWDW 2006. LNCS Springer, Heidelberg

* CBIR Image Database, , http://www.cs.washington.edu/research/imagedatabase/groundtruth/, University of Washington

» USC-SIPI Image Database, , http://sipi.usc.edu/services/database/Database.html



